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1. Document Versioning

Version Date Purpose |Author

MFA-4.81-v1|16-Feb-2021|First Draft|Saurabh Goyal
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2. Quick Startup Guide for Management Framework

Architecture

Perform the following steps to integrate and configure Management Framework

Architecture with Ameyo Appserver
1. Integration of Management Framework Architecture
2. Integrate Management Server Ul Application
3. Configuration on Application Server
4. Create Application Server from Management Framework Architecture
5. Create Existing Tenants, if already configuring on running Application Server
6. Create new Tenants

7. Create and Assign Users

8. Frequently Asked Questions
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3. Working of MFA

3.1 Working of Management Framework Architecture (MFA)

When there are multiple Application Servers installed in a single organization, then all
servers will get a different Domain Name, and hence the data of all servers will be stored as
a different structure. There are chances when users may get confuse when to logon at which
Application Server and how to identify which Application Server will serve a particular
purpose. In such a case, the Management Framework Architecture helps the organization
map all Domain Names with it and provides a single Domain Name for all users to logon to

the different setups of Application Server.

When a user logon to the Management Framework Architecture at the location (Domain
name or IP Address) given to them, the user credentials (username and password) are
verified by Management Framework Architecture. After verification, it redirects them to their
respective Application Servers in which they are assigned. The respective Application Server

manages all data and work.

In a nutshell, we can say, a Management Framework Architecture allows the management

of users of different Application Servers from a single platform.
3.1.1 Management Server Architecture Flow

The Architecture of the Management Framework with multiple Application Servers is given

herein below.
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[ Management Framework Architecture J

Figure: Management Framework Architecture

The architecture of the Management Framework comprises of the Management Server,
Application Servers, Databases for both Management and Application Servers, and Call
Servers. The architecture also includes the API invocation, direction of API's, and direction

of data being exchanged with APIs.

3.2 Features and Capabilities of Management Framework

Architecture

3.2.1 Features

e Migration of already existing users and Tenants from Application server to

Management Server is possible.

e Single setup to manage multiple Application servers
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3.2.2

3.2.3

Google+ SSO

Single Login URL for all User Roles of both Management Framework Architecture and
Application Servers. After login, the user will be redirected automatically to the tenant
where it is assigned. However, user will not observe any change. No need to maintain

the different Login URLs

Same and consistent User Experience for all Application Users

User management for different Application servers from a single place
Allow users to work from any location of the organizations

Does not impact the working of users, if they try to work with different Application

server other, then they are assigned.
STD code management

Tenant Management

LDAP Authentication

Duplicate users cannot be created, that is, if one user is created on Application Server
one, then the same user cannot be created with the same username or user ID on

Application Server two.

Small characters and special characters are allowed in user names.
Capabilities

Multiple Application servers can be added

Users and Tenant can be managed from a single place

Users for the specific server can be created.

Single login URL is present for all the Application Servers

Separate users for Management Framework Architecture can be created

Users first authenticate from the Management Framework Architecture and then

allowed to login to any application.

What if Management Framework Architecture stops working?
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Following services will be impacted, if the Management Framework Architecture does not

work correctly:
e New Users cannot be logged in to the system.

e User management at the application layer, that is, the administrator cannot create,

modify, or delete any user.
Following features do not impact if the Management Framework Architecture is down.

e Already logged-in users, whether on the application or management, do not get

impacted.

e The calling from any application would not get impacted.

Download PDF

3.3 Limitations of Management Framework Architecture

o Iftheuseris not present at Management Framework Architecture, then the user is not

able to login to the Application Server.
e SAML login authentication is not supported
e CRM login authentication is not supported
e Internationalization is not supported
e VAPT for Management Framework Architecture is not performed

o Call Manager needs to be managed by Application administrator separately.
3.4 Different Type of Notifications at Management Server

The following different messages will be shown for the different actions and events in
Management Framework Architecture (MFA). These notification messages will be shown to

all the users authorized to use management or any application server.

1. Management Server Issues:

e Unable to connect Management Server:
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The following error message is displayed when the Management

Server is not reachable.

Unable to connect to Management Server. Please ensure that it is up and

running.

e Management Server is down: The following error message is displayed

when the Management Server is down.

Management Server is down. You may try logging out after some time.

Process  Selings _ Table QA Parameters

Process List(0)

No Data Available

[] Propagate Lead Removal [] Propagate Customer Removal

Management Server Is down. You may iry logging out after
same time.

004f0

Figure: Server down

2. User already exists during creation: The following error message is displayed to

UAMMaker during user creation if the user with the same name already exists.
This username already exists. Please try again with a different name.

3. User related Messages: The following user-related error messages are introduced.

e User account does not exist:
User <username> does not exist.
e User account is deleted:
User <username> is deleted. Please initiate a request to recreate it.

e User account is dormant:

User <username> is dormant. Please initiate a request to active it.

e User account is disabled:
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User <username> is disabled. Please initiate a request to enable it.
e User is locked:

User <username> is locked. Please initiate a request to unlock it.

4. Invalid Credentials: The following error message is displayed when the user enters

the wrong username or password.

Either the username or password is incorrect. Please check your credentials and try

again.
5. CAPTCHA: The error messages will be displayed for CAPTCHA in the following cases.

e CAPTCHA not entered: The following error message is displayed when the

user skips CAPTCHA.
You must enter the Captcha to continue.

e Incorrect CAPTCHA: The following error message is displayed for incorrect

CAPTCHA.

The Captcha entered was incorrect. Please try again.

Login to your account

User ID
&  UAMChecker

Password

[ escsssscssce

ffsfsffsdfdf

The Captcha entered was incorrect. Please try again.
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Figure: Server down
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4. Integration of MFA

4.1 Integration of Management Framework Architecture

Perform the following steps to integrate the Management Framework Architecture with

Application Server.

1. Execute the following commands to create the databases for Management Server

and Management Ul applications.
A. Execute the following command to logon to PostgreSQL database System.
psql -U postgres

B. Run the following query to create a database for the Management Server and

its Interface.

create database <Name_of_Management_Server_DB>;

create database <Name_of_Management_UI_DB>;

ate database management ui;

ATABASE
db=#

Figure: Create Databases

C. Run the following queries to create a "dacx" user and assign the privileges of

the database to it.

CREATE USER dacx SUPERUSER CREATEDB CREATEROLE INHERIT LOGIN;
GRANT postgres to dacx WITH ADMIN OPTION;

D. Run the following command to exit from the database console.

\q

Click the following links to know more about them.

2. Perform the installation and integration of Management Server Application
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3. Perform the installation and integration of Management Server Ul Application

4. Perform the configuration in Ameyo Appserver Application

4.2 Installation and Integration of Management Server

Application

Perform the following steps to install and integrate the Management Server with Application

Server.
1. Execute the following command to install Management Server.

rpm -ivh <Management_Server>.rpm

e su4E

m -1vh ameyo-management-server-3.15.17 22-R_46132-1l1nux-gtk.1386. rpm

1

r-3.15. 17 . 28###annsnnnsnns [100%]

Figure: Install Management Server

You can contact Ameyo Support Team to get the Setup RPM files for Management

Server.

2. Execute the following command to edit "Hibernate.properties” file of Management
Server to provide the database connectivity into it.
vim
/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.product/conf/hi

bernate.properties
Provide the details of the database for Management Server

hibernate.connection.url
jdbc:postgresql://<IP_of_Database>/<Database_Name_of_Management_server>
hibernate.connection.username <Database_User_Name>

hibernate.connection.password <Password_of_Database_if_any>
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J/management server

hibernate.connection.profile_name postgres 81

Figure: "Hibernate.properties" file of Management Server

3. Execute the following command to edit "Tomcat.conf" file of Management Server to

provide the SSL configuration for it.

This file needs to e modified only if, SSL is enabled with Ameyo.

vim

/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.product/conf/to

mcat.conf

Provide the following details of SSL in this file.
connector.https.secure=true
connector.https.httpsPort=<Management_Server_Port_Number>
connector.https.https=https

connector.https.SSLEnabled=true
connector.https.clientAuth=false
connector.https.keystoreFile=<Path_of_SSL_Keys><.jks_SSL_File>
connector.https.keystorePass=<SSL_Certificates_Password>
connector.https.keyAlias=<Alias_of_SSL_Certificates>
connector.https.SSLHonorCipherOrder=on

drishti.start.https.connector=true

The changes in the file are highlighted with blue-colored underline.
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connector . [Fd
[Bonnector.[}ua
connector. ias
connector. iad
connector. a4
connector. fhad
connector a4
connector . a8 il »/dacxdata /STAR_ameyo_com. jks
connector. fhad
connector . [ad
connector. iad

connector.
_SHA,TLS R

connector . [JEA3Y:

drishti.start.[[§88s - connector=true

Figure: Tomcat.conf File of Management Server

4. Execute the following command to edit and provide the details of Management Server

in "AmeyoManagementServer.ini" file.

vim

/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.product/conf/A

meyoManagementServer.ini

Perform the following configurational changes in this file.

A.

Change the following configurations in this file.
managementServerProtocol=<Protocol_of_Server>
SSOServerlp=<Domain_Name_of_server>
managementServerConfigured=true
SSOServerProtocol=<Protocol_of_Server>
defaultRedirectUrilp=<Domain_Name_of_server>
SSOServerlp=<Domain_Name_of_server>

Now, copy and delete the following log file entry.

Xloggc:/dacx/var/ameyo/dacxdata/ameyo.management.server.product/logs/g

c-\$(date +%Y_%m_%d-%H_%M).log

The above log file entry is mandatory and needed. So before deleting this

entry, keep it with you at safe place, as it has to be used later.

Cross-check for the following entry of "Connector.conf" file. If the entry is not

available, then add this entry.
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connectorConfPath=/dacx/var/ameyo/dacxdata/ameyo.management.server.

product/conf/connector.conf

The changes in the file are highlighted with blue-colored underline.

a/ameyo.management.server.product/conf/jsProviders

ameyoReport
dummyPass
twd8.ameyo.com

http

http
eyo.management.server.product/conf/nodeflows/
meyo .management.s r.product
ver.product/conf/db_driver_profiles.properties
rver.product/conf/connectionQuery. s

@user.home
@user.home
@user.home
@user.home

/dacx/var/ameyo/dacxdata/ameyo.management.server.product/conf/[aalyeaes. conf
z1p_code
std_code
https

tw48.ameyo.com

Figure: AmeyoMangementServer.ini File of Management Server

5. Execute the following command to edit "DACXAmeyoProServerDefault.ini" file to
provide the SSO entries into it.
vim
/dacx/var/ameyo/dacxdata/com.drishti.dacx.server.product/conf/DACXAmeyoProSer

verDefault.ini

Add the following SSO entries in this file.
SSOServerProtocol=<Server_Protocol>
SSOServerPort=<Management_Server_Port_Number>

SSOServerlp=<Domain_Name_of_Server>

er.product/con supervisor_ameyoconflg.props
f ge_ameyocenfig.props

t/cont/ s g.props
.product, meyoconfig.props
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Figure: SSO entries in DACXAmeyoProServerDefault.ini File

6. Execute the following command to edit "Connector.conf" file to provide third-party

database connectivity.
vim
/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.product/conf/co

nnector.conf

Add the following configurational change lines in this file.
connector.db.password=<Password_of_connector_Database>
connector.db.name=<Name_of_Connector_Database>
wc.crm.db.password=<database_Password_for_wc-crm>
connector.db.username=<UserName_of_connector_database>
wc.crm.db.name=<database_name_for_wc-crm>

The following table defines the sample codes used in the above lines.

Sample Value Definition

It is the password of the connector's database.
<password_of_connector_Database> |[If there is no password, then provide any string

form of password here.

<Name_of _Connector_Database> It is the name of the connector's database.

It is the password of "wc.crm" database. The
wc_crm database is the database of the CRM
<Password_for_wc-crm> used with Ameyo for integration of third-party
CRM. If there is no password for it, then provide

any string format password here.

<database_name_for_wc-crm> It is the name of "wc_crm" database.

<UserName_of connector_database>|lt is the username of the connector database.
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10.

Figure: Connector.conf File of Management Server Application

After starting Management Server application, the password is deleted and an

encrypted password is generated that is written in "wc.crm.db.encryptedpassword".

Do not provide any string here manually.

Execute the following command to create the log files that will be used to save the
errors for pull and push requests from Management Server. Push request is if

something is inserted to the database and pull request is for the output of anything.

touch /ameyo_mnt/WCpull.log
touch /ameyo_mnt/WCpush.log

Execute the following command to provide the permission to the above created files

chown dacx.dacx /ameyo_mnt/WCpull.log

chown dacx.dacx /ameyo_mnt/WCpush.log

Execute the following commands to start the Management Server and Management

Server Ul applications
ameyoctl service ameyomanagementserver start

Once the services of Management Server is started, now, execute the following
command to provide "Xlog" entry in "AmeyoManagementServer.ini" file again.

vim
/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.product/conf/A

meyoManagementServer.ini
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Now, add the following Xlog entry again which you have deleted while configuring

"AmeyoManagementServer.ini" file.

Xloggc:/dacx/var/ameyo/dacxdata/ameyo.management.server.product/logs/gc-

\$(date +%Y_%m_%d-%H_%M).log

This is the same entry of "Xlog", that you have deleted earlier.

yo/dacxdata/ameyo.management.server.ul.product/logs/ge-\s(date +%Y %m %d-%H %M).log

26M
XX :+HeapDumpOnOutOfMemoryError

-OmitStackTraceInFastThrow

Figure: AmeyoMangementServer.ini File of Management Server

11. After adding the entry, now it is mandatory to restart Management Server and

Management Ul services again. Execute the following query to restart the services.
ameyoctl service ameyomanagementserver stop

ameyoctl service ameyomanagementserver start

4.3 Installation and Integration of Management Server User

Interface

Perform the following steps to install and integrate the Management Server User Interface

with Application server.

1. Execute the following command to install Management Server Interface. This

application enables the Interface for Management Framework Architecture (MFA).

rpm -ivh <Management_UI_Server>.rpm

talling...

agement-server-ui-3

Figure: Install Management Server User Interface Application
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You can contact Ameyo Support Team to get the above application RPM files.

2. Execute the following command to edit "Hibernate.properties" file of Management

Server User Interface to provide the database connectivity into it.
vim
/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.ui.product/conf/

hibernate.properties
Provide the details of the database for Management Interface

hibernate.connection.url

jdbc:postgresql://<IP_of_Database>/<Database_Name_of_Management_Server_UI>
hibernate.connection.username <Database_User_Name>

hibernate.connection.password <Password_of_Database_if_any>

/management ui

hibernate.connection.profile name postgres 81

Figure: "Hibernate.properties" file of Management Interface

3. Execute the following command to edit "Tomcat.conf" file of Management Server Ul

to provide the SSL configuration for it.

This file needs to be modified only if, SSL is enabled with Ameyo.

vim

/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.ui.product/conf/

tomcat.conf
Provide the following details of SSL in this file.
connector.https.secure=true

connector.https.httpsPort=<Management_UI_Port_Number>
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connector.https.https=https

connector.https.SSLEnabled=true
connector.https.clientAuth=false
connector.https.keystoreFile=<Path_of_SSL_Keys><.jks_SSL_File>
connector.https.keystorePass=<SSL_Certificates_Password>
connector.https.keyAlias=<Alias_of_SSL_Certificates>

connector.https.SSLHonorCipherOrder=on

drishti.start.https.connector=true

The changes in the file are highlighted with blue-colored underline.

Figure: Tomcat.conf File of Management Server Ul

4. Execute the following command to edit and provide the details of Management Server
Ul in "AmeyoManagementServerULini" file.
vim
/dacx/var/ameyo/dacxdata/ameyo.management.server.ui.product/conf/AmeyoMana
gementServerUl.ini

Copy and delete the following log file entry.

Xloggc:/dacx/var/ameyo/dacxdata/ameyo.management.server.ui.product/logs/gc-

\$(date +%Y_%m_%d-%H_%M).log

The above log file entry is mandatory and needed. So before deleting this entry, keep

it with you at safe place, as it has to be used later.
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yo/dacxdata/ameyo.management.server.ui.product/logs/gc-\s(date +%Y %m %d-%

XX :+HeapDumpOnOutOfMemoryError

1tStackTraceInFastThrow

Figure: AmeyoMangementServerUL.ini File of Management Server

5. Execute the following command to provide the authentication to Management Server
Ul application in "ameyoconfig.props" file.
vim
/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.ui.product/conf/

ameyoconfig.props

Provide the following Management Server information here.
ameyoServerlP=<Domain_Name_of_Server>
ameyoServerPort=<Management_Server_port_number>
ameyoServerProtocol=<Ameyo_Server_Protocol>
ameyoDatabaselP=<Database_IP_or_Domain_Name>
ameyoDatabaseName=<Management_Server_Database_Name>
ameyoDatabaseUserName=<Database_User_Name>
ameyoDatabasePassword=<Database_Password_if_any>
ameyoDatabasePort=<Database_Port_Number>
myDatabaselP=<Domain_Name_of_Server>
myDatabaseName=<Management_Server_Database_Name>
myDatabaseUserName=<Database_User_Name>

myDatabasePassword=<Database_Password_if_any>
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. ameyo.com
agement

ameyobata
ameyoDatal

myDatabasePort=543:
ameyoReportDEName=
ServerIP=1

reportsServerPort
waltTimeForDetailForServer
waltTimeForHistoryForServer=
waltTimeForSummaryForServer=
waltTimeForDispositionCodeForServer=10080

Figure: Management Server Ul AmeyoConfig.props File

6. Execute the following commands to start the Management Server and Management

Server Interface
ameyoctl service ameyomanagementserverui start

7. Once the services of Management Server Ul is started, now, execute the following
command to provide "Xlog" entry in "AmeyoManagementServerULini" file again.
vim
/ameyo_mnt/dacx/var/ameyo/dacxdata/ameyo.management.server.ui.product/conf/

AmeyoManagementServerULini

Now, add the following Xlog entry again which you have deleted while configuring

"AmeyoManagementServer.ini" file.

Xloggc:/dacx/var/ameyo/dacxdata/ameyo.management.server.ui.product/logs/gc-

\$(date +%Y_%m_%d-%H_%M).log
This is the same entry of "Xlog", that you have deleted earlier.

‘ameyo/dacxdata/ameyo.management.server.ul.product/logs/cg date +%Y %m %d-%H %M).log

4am
1tStackTraceInFastThrow
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Figure: AmeyoMangementServerUL.ini File of Management Server

8. After adding the entry, now it is mandatory to restart Management Server and

4.4

Management Server Ul services again. Execute the following query to restart the

services.
ameyoctl service ameyomanagementserverui stop

ameyoctl service ameyomanagementserverui start

Configuration in Application Server

Perform the following steps to integrate the Management Framework Architecture with

Application Server.

1.

Execute the following command to edit "DACXAmeyoProServerDefault.ini" file to
provide the SSO entries into it.

vim
/dacx/var/ameyo/dacxdata/com.drishti.dacx.server.product/conf/DACXAmeyoProSer

verDefault.ini
Add the following SSO entries in this file:

SSOServerProtocol=<Server_Protocol>
SSOServerPort=7777

SSOServerlp=<Domain_Name_of_Server>

/dacx/var/ameyo/dacxdat drishti.dac
> /ame

Figure: SSO entries in DACXAmeyoProServerDefault.ini File

Execute the following commands to allow Management Server to manage Application

Servers.

A. Execute the following command to logon to the Application Server's database.
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psql -U postgres <Application_Server_Database_Name>

B. Run the following query to provide authentication of Application Server from

Management Server.

INSERT INTO system_configuration_parameter
(name,type,value,default_value,date_added,date_modified) VALUES
(‘authentication.scheme’,'String','auth.type.ms','auth.type.passwd',now(),now(

)

C. Run the following query to provide the Management Server mode to

Application Server.

INSERT INTO system_configuration_parameter
(name,type,value,default_value,date_added,date_modified) VALUES

(‘'systemMode','String','ms','ameyo’',now(),now());

D. Run the following query to provide "root" user to logon to Application without

authentication from Management Server.

INSERT INTO system configuration parameter
(name, type,value,default value,date added,date modified)
VALUES
('override.authentication.scheme', 'String', '{"authentication
.scheme" :"auth.type.passwd", "applicable.user.roles":"root"}"'
, "{"authentication.scheme":"auth.type.passwd", "applicable.us

er.roles":"root, PowerUser"}',now (), now());

The root user in Application Server is the main user who has the privileges to

manage the complete Application Servers and Call Managers.

E. Execute the following commands to make Ameyo appserver from single tenant

server to multi-tenant server.

e select * from system_configuration_parameter where value ilike
'%set%';
e UPDATE system_configuration_parameter SET value

='ameyo.professional.multi-tenant' where name='setup.type’;
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e DELETE FROM data_version;
e DELETE FROM schema_version;

Figure: Updating Single tenant Server to Multi-Tenant Server

3. Execute the following commands to restart Ameyo Appserver application

ameyoctl service appserver stop

ameyoctl service appserver start

4.5 APIs to enable Business MetaData

Every organization has unique data that is assigned to every of its user, such as Employee
code, Department Code, Email Id, and so on. It is required to invoke the following APIs to

enable the Business MetaData tab.

Perform the following steps.
4.5.1 addUserBusinessMetadataColumnMapping API

Use this API to create database columns of Business MetaData.
4.5.1.1 Method

POST
4.5.2 Headers

The following are the header that has to be used in this API.
1. sessionld: Session Id of Administrator

2. Content-Type: Application/JSON
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Ameyo will provide the header attributes. Contact Services team of Ameyo for the values of

Header Attributes.

4.5.2.1 URL

<protocol>://<IP_Domain_Name>:<port>/dacx/jsonCommand?command=remote.processor.

userBusinessDataConfigurationService.addUserBusinessMetadataColumnMapping&data=

45.2.2 Sample Request Data

sessionld:<Session Id of Administrator>,
dataTableld:1,

name:FatherName,

type:3,

primaryKey:false,

nullable:true,

isUnique:false

}

4.5.2.3 Sample Response Data

{
"id™1,
"datatableld":1,
"name":"FatherName",
"type":3,
"primaryKey":false,
"nullable":true,
"isUnique":false

}

45.2.4 Additional Cases

The following are the additional cases that may lead to the Error as a response.

1. While making the entry corresponding to the <data_table_id> does not exists in

<user_business_metadata> then the response will be an error.

2. If thereis an entry corresponding to the same <data_table_id> and <column_name>

already exists, then the response will be an error.

4.5.3 addUserBusinessMetadataCcMapping API
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Use this API to add Business MetaData Contact Center Mapping.
4.5.3.1 Method

POST

4.5.4 Headers

The following are the header that has to be used in this API.
1. sessionld: Session |d of Administrator

2. Content-Type: Application/JSON

Ameyo will provide the header attributes. Contact Services team of Ameyo for the values of

Header Attributes.

4.5.4.1 URL

<protocol>://<IP_Domain_Name>:<port>/dacx/jsonCommand?command=remote.processor.

userBusinessDataConfigurationService.addUserBusinessMetadataCcMapping&data=

4.5.4.2 Sample Request Data

sessionld:<Session Id of Administrator>,
dataTableld:1,
ccld:<Contact_Center_|ld>

}

4.5.4.3 Sample Response Data

{
"mappingld":1,
"dataTableld":1,
"userBusinessMetadataTableName":"table1_user_business_metadata_1",
"ccld":1

}
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5. Migration of Tenants and Users to Management

It is possible to deploy the Management Server over the already running Application
server(s). In such cases, it is also required to migrate all the existing tenants and users
present at the application server to the management server. The tenants and users present
at the application server contain information which thereby needs to be migrated. This
migration process can be achieved with the "Migration Script". In this migration step, all the
tenants (contact centers at the application server) and users will migrate to the management

layer.

The following process is given for the migration of the tenants, and users will migrate all the

tenants first, and then the users of all the migrated tenants will be migrated at last only.

It is mandatory to stop the management server and application server before running the

migration script. It is also not suggested to update any tenant or user information while the

migration script is in process, as it would create inconsistency to the data which has to be

migrated.

Perform the following steps to migrate the tenants and users to the management server.
1. Run the following commands to stop the management servers.

ameyoctl service ameyomanagementserver stop

ameyoctl service ameyomanagementserverui stop

It is also suggested to stop the application servers. If the application servers are in

use, then make sure no tenant and user information will update.

2. Download the Migration script files and extract it from here. Copy this file under

"dacx" location (location could be anything under dacx).

3. Thereis a special case before proceeding further that, if you are migrating more than
1 application server to the management layer, then all the application servers have
a contact center named "DefaultCC". You have to change this name from all the
application servers manually, as the management layer represents uniqueness and

does not allow to create 2 tenants with the same name. Thus make sure that before
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running the below script, you have to change the "DefaultCC" contact center(CC)

name.

4. Run the following command to edit "config.py" file of the migration script to provide

the access of the application server into it.

vim <path_of_migration_file>/config.py

[]
managementServerDatabaseHost

managementServerDatabasePort =
managementServerDatabasePassword =

managementServerDatabaseName =
databaselserName =

appId_dbStrings map = {}

appId dbStrings map
appId_dbStrings_i
appId_dbStrings_i ]
appId dbStrings | ]
appId_dbStrings_| ]
1
1

appId_dbStrings_|
appId dbStrings mapl

usersyncFileNamePrefix=
userNotSyncFileNamePrefix=
userNotSyncEmailFileNamePrefix=
tenantMigrationFileNamePrefix=
exit str=

Figure: Edit Config.py File

Provide the following details in this file. The changes are marked with the green line

in the above screenshot.

managementServerDatabaseHost = "<Management_DataBase_Server_|P>"
managementServerDatabasePort =
"<Management_Server_DataBase_PORT_Number>"

managementServerDatabasePassword = "<Password_of_Management_Database>"
managementServerDatabaseName = "<Management_Server_Database_Name>"

databaseUserName = "<Database_User_Name>"

appld_dbStrings_mapl[1] ["'<IP/Domain_of_First_Application_Server>",
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"<First_Application_Server_DataBase_Port>",
"<First_Application_Server_DataBase_Name>",
"First_Application_Server_DataBase_Password"]

appld_dbStrings_mapI[2] = ['<IP/Domain_of_Second_Application_Server>",
"<Second_Application_Server_DataBase_Port>",
"<Second_Application_Server_DataBase_Name>",

"Second_Application_Server_DataBase_Password"]

Here, "appld_dbStrings_map[1/2]" represents the application server information

that has to be bought under the Management Layer. You can add more than 2

application server by using the same nomenclature.

Save and exit from the console-based file editor.
5. Run the following command to start the migration script.
python MigrationToMFA.py
6. After running the above command, the following information will be asked to insert:

A. First, it will ask to provide the tenant Login URL for every migrated contact
center. You can provide it for every migrated contact center or to any specific
one. If now, then press enter to continue without it. This tenant login URL

represents the

B. Once, tenant migration step is done, it will ask to proceed to migrating the
users of those tenants. Provide "Yes" to migrate users or "No" to disallow

user migration.

C. After the successful migration, a log is also generated, in which all the

information about the migration of tenants and users is present.

[root@éganode6@® MFAScript 13Julyl# python MigrationToMFA.py

[Checking for migration of Contact Centers as Tenants at Management Server. ..

No Contact Centers found for Migration at Application : first server

Migrating Contact Center 19 of Application Server 2 as a Tenant At Management Server ...

Please enter the details for the Tenant -

Contact Center Name taken as Tenant Name: nayifat

Tenant Login URL (Optional, Press Enter if you do not want to configure) : mayi.ameyo.com
SuccessTully Migrated Contact Center 19 of Application Server 2 as Tenant naylifat al Managemen! Server
Migration of Contact Centers as Tenants completed.

Ichecking for migration of Users to Management Server...

bpplication servers existing in database, (Applicotion Server Id, Applicotion Server Name) : (1: “first server', 2: 'second server'}
For above mentioned Application Servers, plesse ensure the Application Server Database Information is configured correctly in Tile : config.py
po you wish to proceed? (Y/y/yes or N/n/no) : y

collected User Data from Application Servers, Going to migrate users to Management Server..
pigration of uUsers Completed.

Generated the Migration Resull outpul Tiles at the location /tnp/MigrationResul120260722-144828
| root@ganode6d MFAScript 13July|#
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Figure: Migration of Users and Tenants

7. After migration, start the application server and management server and login to the

user with Management layer architecture.
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6. Configure Google SSO with MFA

6.1 (Licensable) Google SSO Configuration with MFA

Single Sign-On helps businesses to deliver a secure and compliant working environment.
Ameyo has the support of the Single Sign-On for its Application Server with Microsoft,
Google, and LDAP-based services. Ameyo supports Single Sign-On based on OAuth2 for

Management Framework Architecture with Google.
Perform the following steps.

1. Login to the Google Developer Account with your Google ID. It shows the following

§8  Vourfreetrialis waiting: activate now+o get $300 creditto explore Google Cloud products. Leam more DISMISS
= Google APls  selectaproject « Q  Search for APls and Services - ® a %
API APIs & Services Dashboard

Dashboard
©  Toview this page, select a project. CREATE PROJECT
W Library
©r  Credentials
¥ OAuth consent screen

Domain verification

= Page usage agreements

Figure: Google Developer Account

2. Click "Select a Project" option. A modal is opened.
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Select from nooreanizaTiON ¥ NEW PROJECT :

r Search projects and folders
Q

RECENT ALL
Name D
Bl No organization 0

CANCEL OPEN

Figure: Project Selection Modal

3. Select the project (if already existed) or click "New Project" option (displayed with a

green box in the above screenshot). The following modal is displayed.

New Project

Project 98095 (7]

|, Project name *

Project ID: my-project-98095-286012. It cannot be changed later.  EDIT

Organization *
ameyo.com - @

Select an organization to attach it to a project. This selection can't be changed later.

Location *
B ameyo.com BROWSE

Parent organization or folder

CREATE CANCEL

Figure: Project Creation Modal
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4. Provide the following information in the opened modal.
A. Project Name: Enter the name of the project in the project name data field.
B. Organization: Select the name of the organization from the drop-down list.
C. Location: Select the location where the project will be saved.

D.:

New Project

Project name *
[ Ameyo Testing Project (7]

Froject ID: ameyo-testing-project. It cannot be changed later.  EDIT

Organization *
ameyo.com * @

Select an organization to attach it to a project. This selection can't be changed later.

Location *
H ameyo.com BROWSE

Parent organization or folder

CREATE CANCEL

Figure: Sample Project

5. Click "Create" button. After creating the project, the page redirects to the previous
page.
6. Now, click "Enable APIs and Services" button present at the top of the page to enable

the APIs.

7. Search for the "Google+" APl and enable it.
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Google APIs  §» Ameyo Testing Project v Q,  Search for APIs and Services -

Google+ API

Google

The Google+ API enables developers to build on top of the Google+ platform

ENABLE TRY THIS APl (2

Figure: Enable Google+ API

8. After enabling the API, the following page is displayed.

@ APls & Services Overview W DISABLE API
Google+ API

11 Overview

@  Tousethis API, youmay need credentials. Click ‘Create credentials'to get started

'CREATE CREDENTIALS
@i Metrics —_—
[ Quotas i )
EE Details /i Traffic by response code

-] Credentials

Name Request/sec (2 hr average)

Google+ API

By 105

Google .

Service name

plus.googleapis.com
A Nodata is available for the selected time frame.
Overview i
The Google+ API enables developers to build on top
of the Google+ platform
Activation status

Enabled Jui19 Jul 26 Aug 02 Auig 09

#® Tutorials and documentation
> View metrics

Learn more

Figure: Overview Page of Google+ API

9. Now, go to the credentials tab present at the left sidebar. The following page is

displayed.

Google APls s Ameyo Testing Project v Q_ Search for APls and Services - e a %
APIs & Services . =
CREATE CREDENTIALS DELETE
@ Googlet API Credentials + []

1 overview

Credentials compatible with this API

i Metrics To view all credentials or create new credentials visit Credentials in APIs & Services

&  quotas

A Rememberto configure the OAuth consent screen with information about your application. CONFIGURE CONSENT SCREEN
or  Credentials

API Keys

O nName Creation date Restrictions Key Usage with this service (last 30 days) @
No AP! keys to display

Usage with all services (last 30 days) @

Figure: Credentials Tab of Google+ API
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10. Click "Configure Consent Screen" button to configure the Email address. The

following page is displayed.

Google APIs  §» Ameyo Testing Project w Q@ Search for APls and Services -
API APIs & Services OAuth consent screen

“»  Dashboard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

o Credentials User Type
@ Internal @

2 OAuth consent screen

. Only available to users within your organization. You will not need to
Domain verification submit your app for verification.

S»  Pageusage agresments O External @

Awailable to any user with a Google Account.

CREATE

Let us know what you think about our QAuth experience

Figure: Consent Screen Configuration

11. Select the type of the user, which is allowed to use this app. The following two

options are present here.
A. Internal: Select it to allow users within the organization only.
B. External: Select it to allow all the users with a Google Account.

12. Click "Create" button. The following OAuth form is displayed.
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API APIs & Services

< Dashboard

i Ubrary

o+ Credentials

i OAuthconsent screen
Domain verification

S5 Pageusage agreements

§8  vourtreetnalis watting: act to get $300 credit 1o products. Leam more DISMISS
= Google APls 8 Ameyo Testing Project v Q  Search for APIs v o a g

OAuth consent screen

Application name
T the app asking o

Browse

Letus know what you tnink about our OAuth
saurabngoyalgameyo.com 5 experience
Soopes i comla Al OAuth grant limits

Drive, Token grant rate

opend Raise limit

Add scope

Authorized domains.

Application Privacy Policy link

hitps:// of hitp

Application Terms of Service link

ot screen. Mus

Figure: Consent Form after App creation

13. Fill the consent form that has been displayed, and click "Save" button.

14. Now, click "Create Credentials" button in the "Credentials" tab to create the

credentials. Click "Create OAuth Client ID".

API APIs & Services

3 Dashboard

W Ubrary

o Credentials

¥ OAuth consent screen
Domain verification

Sy Page usage agreements

Credentials + CREATE CREDENTIALS W DELETE
APl key

Create credentials toaci |dentifies your project using a simple API key to check quota and access

OAuth client ID
Requests User consent 5o your app can access the user's data

API Keys
O Neame

No AP! keys to displa

Service account
Enables server-to-server, app-level authentication using robot accounts

Usage with all services (last 30 days) @

Help me choose
QAuUth 2.0 Clig Asks afew questions to help you decide which type of credential to use

[m] Name Creation date Type Client ID

No OAuth elients to display

Service Accounts "Manage service accounts
O cEmail Name Usage with all services (last 30 days) @

No service accounts to display

Figure: Creating Credentials
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15. From the displayed page, select "Web Application" from the drop-down list of
Application type.

= Google APls  $» Ameyo Testing Project ©,  Search for APls and Services -
API APIs & Services & Create OAuth client ID
«f»  Dashboard lication type *
[ Web application -
I Library
Learn more about OAuth client types
©+  Credentials Name *
Web client 1

#  OAuthconsent screen The name of your GAuth 2.0 client. This name is only used to identify the client in the

console and will not be shown to end users
Domain verification

= Page usage agreements o The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Autherized JavaScript origins @

For use with requests from a browser
+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

+ ADD URI

CREATE CANCEL
<l

Figure: Creating OAuth Client ID

16. Enter the following URI in the Authorized JavaScript Origins.
https://ameyo.com:<PORT_Number_of_Application>
17. Enter the Authorized Redirect URI in the following format:

<Protocol>://<Domain_Name>:<PORT_Number>/ameyowebaccess/_callback?consu

merld=<Consumer_|D>
18. Click "Create" button. A modal is displayed.

19. The displayed modal consists of the OAuth Client Id and Client Secret Keys generated
after validation of all the above steps. Copy these keys and keep the pen down, as

they have to be used later.
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OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services
OAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified.
Your Client 1D

189674768355-2qei2j632shkk1m7cq@Bou73tn94c3fg.apps.gc 10

Your Client Secret
LBSC_2faPI1fR10gnvByxUPS [n|

oK

Figure: Generated Client Key and Client Secret Keys
6.2 Backend Configuration to enable Google SSO Configuration

Perform the following steps to configure the Google SSO configuration for Ameyo.
1. Run the following command to access the command line database.
psql -U postgres <Application_Database_Name>
2. Run the following query to insert the SSO OAuth policy in the database.

INSERT INTO open_auth_consumer_configuration_table
(consumer_id,service_provider,is_auto_create_user,retry_with_login,ameyo_login_url,
home_url) VALUES (<consumer_id>,'googlePlus' false false,'{"sso.oauth.policy"

"/ameyowebaccess/login"},'{"sso.oauth.policy" : "/app"});

3. Run the following query to insert the Domain Name with SSO
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INSERT INTO open_auth_service_generic_configuration
(consumer_id,client_id,client_secret
,0auth_authorization_url,0oauth_token_request_url,0auth_redirect_uri,oauth_scope_v
alue ) VALUES ('<consumer-id>','<client-id>','<client-
secret>','https://accounts.google.com/o/oauth2/auth’,
'https://accounts.google.com/o/oauth2/token’, '{"sso.oauth.policy"
"https://<domain-configured-with-
ss0>:8443/ameyowebaccess/_callback?consumerld=<Consumber_ID>"},

'{"sso.oauth.policy" : "profile email"}");
4. Run the following query to insert the Instance URL in the database

INSERT INTO open_auth_response_additional_parameter_configuration
(consumer_id,parameter) VALUES (<consumer-id>,'{"sso.oauth.policy"

["instance_url"T});
5. Run the following query to enable SSO with Application Domain Name

INSERT INTO
domain_auth_configuration(domain_name,consumer_id,service_provider) ~ VALUES

('<Application_Domain_Name>''<Consumer_ID>','googlePlus');

You can contact the Support team of Ameyo for any reference or assistance on any of

the above parameters.
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7. STD Code Management Policy

7.1 STD Code Management Policy

In the Contact Centre Industry, the phone numbers are fetched from multiple sources. Each
source provides phone numbers in different formats. For example, one source sends the
phone number of 10 digits, whereas another source adds "0" (zero) before a 10-digit phone
number. In some cases, a source sends the numbers with country code, whereas another
source sends the numbers without country code. Phone numbers in different formats may
be available in an Ameyo Setup. However, in Ameyo, a phone number with different formats
will be counted as different phone numbers. For example, if John's number is stored as
123456789, then a call made to 0123456789 will be counted as a different number instead of

John's number.

If STD Code Management is applied with other Phone Number Cleanup Policies, then it will

be as the organizations collect phone numbers from the different sources that may have
multiple number formats such as +91 123 456 7891, +91-1234567891, 12345647891,
01234567891, 001234567891. With the applicability of Phone Number Cleanup Policies, the
Ameyo System can provide the same format for all phone numbers even if they are submitted

in different formats.

Landline Number Policy maps the location code to the STD Codes, and the mapped STD code

will be added as a prefix to all phone numbers. Its code name is "LandlineNumbersPolicy".
7.1.1 Architecture and Configuration of Number Cleanup Policies

The Number Cleanup Policies can be enabled at the System-level. After upgrading the Ameyo
Server package to 4.7 GA, you have to run the following query to add the flag

"shouldEnableAutoNumberCleanup" and provide its value as "true".

INSERT INTO server_preference_store(context_type, context_id, key, value) VALUES

(<system/process>, <ID of cc/process>, 'shouldEnableAutoNumberCleanup', true );
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If "shouldEnableAutoNumberCleanup" is not added in "server_preference_store" for system-
level, then its value will be considered as "false," by default, which means the Number Cleanup

Policies are disabled by default.

As soon as the value of the "shouldEnableAutoNumberCleanup" flag is provided as "true" at
system-level, then all 5 Number Cleanup Policies will be applicable at the system-level and will

be applicable to all processes in the system.

You can use the above query to disable the Number Cleanup Policy at the process-level. If this
configuration is not available for a process, then the system-level configuration will be

applicable to that process.

Number Cleanup Policies cannot be configured at the Campaign-level.

Now, you can define which Number Cleanup Policy out of total 5 policies (from the above list)
will be applicable to a process. If this policy selection configuration is not available for a

process, then all policies will be applicable in the process.

You have to provide the value of "allowedCleanupPolicies" flag in the server_preference_store

to select which number cleanup policies will be enabled in a process. Run the following query.
7.1.2 Enable Number Cleanup Policy

INSERT INTO server_preference_store(context_type, context_id, key, value) VALUES

('process','<process_id>'",'allowedCleanupPolices','<comma_separated_list_of_policies>'");

Replace <process_id> with the ID of the Process. Provide any of the following values in the

comma separated format in the place of <comma_separated_list_of_policies>.

RemoveleadingZerosPolicy

RemoveSpecialCharacterPolicy

LastNDigitsPolicy

AddCountryCodePolicy

LandlineNumbersPolicy

Number Cleanup Policies cannot be configured at the Campaign-level.

7.1.3 RemoveSpecialCharacterPolicy
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This Policy is used to remove any special character present within the phone number. For

example, a phone number <+91-910 109 7656> is changed to <9101097656>.

There is no configuration for this; the only enablement of this policy is sufficient.

7.1.4 RemovelLeadingZerosPolicy

This policy is used to remove all the zeros before the phone numbers. For example, a phone

number <09101097656> is changed to <9101097656>.

There is no configuration for this; the only enablement of this policy is sufficient.

7.1.5 AddCountryCodePolicy

This policy helps to add the prefix with the phone number. This policy reads another policy
first and then apply its configuration.
For example, suppose the countryCodePrefixValue is +91, thus the phone number

<9101097656> is changed to <+919101097656>.
Run the following query to insert the country code in the database.

INSERT INTO server_preference_store (context_type, context_id, key, value) VALUES
('process','<Process_Id>','AddCountryCodePolicy','+91");

Here, '+91' is the Country code of India. You can define another country code depend upon

the organization's usage.

7.1.6 Configuration of Landline Number Policy for STD Code Management

After enabling this policy, you have to provide the mapping of a location code (that is a locality
name, city name, or PIN Code) to the STD Code. The selected location code (that is locality
name, city name, or PIN Code) should be a part of the Data Table Definition fields and should
store the selected location code. Multiple queries can be run to store the mapping entries of
a unique location code to a unique STD Code in "server_preference_store." Make sure not to

provide multiple mappings of an STD Code.
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If the preferred location code that is locality name, city name, or PIN Code is not a part
of the Data Table Definition Field to store the customer address, then "Landline
Number Policy" will not work.

Also, if the value of any location code (locality name, city name, or PIN Code) for any
mapping entry is not available in the record of a customer, then Landline Number
Policy will not work for that customer.

Please do not use Country Code with STD Code in "Landline Number Policy" if you are

also enabling "Country Code Policy" in the same process.
Run the following query to add a mapping entry to map a location code to an STD Code.

INSERT INTO std_code_location_code_mapping(location_code,std_code) VALUES

('<location_code>','<std_code>");

Replace <location_code> with location name (such as Sohna Road), city name (such as
Gurgaon), and PIN Code (such as 122003) and replace <STD_Code> with the STD Code (such
as 124).

The "std_code_location_code_mapping" table will be available after upgrading Ameyo Server

to 4.7 GA.

Consider the following examples of this query.
e Using City Name as Location Code: Run the following query.

INSERT INTO std_code_location_code_mapping(location_code,std_code)

VALUES('<city_name>','<std_code>');

Replace <city_name> with city name (such as Delhi) and replace <STD_Code> with the

STD Code (such as 11).
Example:

INSERT INTO std_code_location_code_mapping(location_code,std_code)
VALUES('<Delhi>','<11>");

After running this command in a process, the phone numbers of all customers having

"Delhi" as City will be prefixed with STD Code = 11.

e Using Location Name as Location Code: Run the following query.
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You

INSERT INTO std_code_location_code_mapping(location_code,std_code)

VALUES('<location_name>','<std_code>');

Replace <location_name> with locality name (such as Sohna Road) and replace

<STD_Code> with the STD Code (such as 124).
Example:

INSERT INTO std_code_location_code_mapping(location_code,std_code)
VALUES('<Sohna_Road>','<124>");

After running this command in a process, the phone numbers of all customers having

"Sohna Road" as Locality Name will be prefixed with STD Code = 124.
Using PIN Code as Location Code: Run the following query.

INSERT INTO std_code_location_code_mapping(location_code,std_code)
VALUES('<PIN_Code>','<std_code>");

Replace <PIN_Code> with PIN Code (such as 122003) and replace <STD_Code> with
the STD Code (such as 124).

Example:

INSERT INTO std_code_location_code_mapping(location_code,std_code)
VALUES('<122003>','<124>");

After running this command in a process, the phone numbers of all customers having

"122003" as PIN Code will be prefixed with STD Code = 124.

can configure these policies for different processes. For example,

"RemoveSpecialCharacterPolicy" is for process 1, and "LastNDigitsPolicy" is for process 2.

7.1.7 Disable any Particular Policy

Run the following query to disable any particular number policy.

UPDATE number_correction_policies SET enabled = <false> where policy_name =

'<Policy_Name>';

Provide the name of the policy that you want to disable.
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7.1.8 API for STD Code Management

The following two APIs are available for STD Code Management Policy.

1. Add STD Code Management API: This API is used to add the STD code management

in Management Framework Architecture. Know more...

2. Get STD Code Management API: This API is used to fetch the list of the STD codes

that have been uploaded in Management Framework Architecture. Know more...

Provide the credentials of your Application server and other necessary details, as mentioned

in the APlIs itself.

7.2 Add STD Code Management API

This APl is used to add the STD code management in Management Framework Architecture.
7.2.1 Method
POST

7.2.2 EndPoint URL

<Protocol>://<Domain_Name>:<Port_Number>/ameyorestapi/managementServer/addStdC

odeTolLocation

Here, Domain_Name and Port_Number are the details of the management server.

7.3 Header parameters

sessionld : <Session_ld_of_Administrator>
7.3.1 Request Parameters

For the STD code management, the user has to upload the CSV file with the STD codes

implemented in it.

form-data:
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fileName : <Upload *.CSV file of STD code management>

7.4 Sample URL-based Command for Add STD Code Management
API

<protocol>://<IP_Domain_Name>:<port>/ameyorestapi/managementServer/addStdCodeTolL

ocation
7.5 Get STD Code Management API

This APl is used to fetch the list of the STD codes that have been uploaded in Management

Framework Architecture.
7.5.1 Method

GET

7.5.2 EndPoint URL

<Protocol>://<Domain_Name>:<Port_Number>/ameyorestapi/customerManager/getStdCod

eCSv

Here, Domain_Name and Port_Number are the details of the management server.

7.6 Header parameters

sessionld : <Session_ld_of Administrator>
7.6.1 Response Output Parameters

This APl will return the uploaded STD codes in the management layer.

7.7 Sample URL-based Command for Add STD Code Management
API
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<protocol>://<IP_Domain_Name>:<port>/ameyorestapi/customerManager/getStdCodeCSV
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8. Logon to Management Framework Architecture

After the configuration, logon to the Management Framework Architecture. Use the following

URL to logon to the Management Framework Architecture Interface.

https://<Domain_Name>:<Management_UI_Port_Number>/managementserverui/NoPopUpl

ndex.html

The default port for Management Ul is 8887, until and unless it hasn't been changed.

The following screenshot shows the User Logon Page of the Management Framework

Architecture.

companyname.com

Figure: Logon Page of Management Framework Architecture
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9. MAmdinistrator

9.1 MAdministrator

The MAdministrator, administrator of Management Framework Architecture, has the
privileges to manage the multiple tenants, users, and Application Servers. The
MAdministrator has access to the Web-based interface of the Management Framework
Architecture Interface. The MAdministrator Use the following URL to logon to the

Management Framework Architecture Interface.

https://<Domain_Name>:<Management_UI_Port_Number>//managementserverui/NoPopUp

Index.html

The default port for Management Ul is 8887, until and unless it hasn't been changed.

The following screenshot shows the logon page of the Management Framework Architecture

for The MAdministrator.

ompanyname.com

Figure: Login page of Management Framework Architecture for MAdministrator

Enter User ID and Password and click "Login" button. The following page is displayed after the

logon.
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_— [
,= AMEYO -_— as # & MAdministrater ( MAdministrator ) =

Application Servers  Tenants Users Last Logged In : 3 Mar 2020, 10:10 AM

Application Servers

+Add ([ Edit Details Tenant Mapping

Q, | Search by name
Name

[ s
No items to show.
Port

Creation Date

Description

Figure: First Screen after Login

The top bar on the above page contains the following tabs. no servers to show

1. Application Servers: It allows The MAdministrator to map multiple Ameyo

Application Server. Know more...

2. Tenants: It provides the feature to The MAdministrator to add multiple tenants and

assign them to their respective Application Servers. Know more...

3. Users: It allows The MAdministrator to add and assign the users to their campaigns.

Know more...
9.2 Application Server Tab

9.2.1 Application Servers Tab

"Application Servers" Tab of Management Framework Architecture allows the MAdministrator
to manage Ameyo Application Servers.

The MAdministrator can perform the following operations here.

9.2.1.1 Add Application Server
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Perform the following steps to add the Application Server.

1. Click "Add" button to add a new Application Server using the following modal.

Add New Application Server

Name* Mame

IP* Eg: 127.0.0.1

Fort* Eg: 6888
Description Eg: some description

Figure: Add new Application Server

2. Provide the following details in this modal.
A. Name: Enter the name of the Application Server.

B. IP: Provide the IP address of the Application Server. If Ameyo is enabled with

Secure mode, then provide your domain name instead of your IP.
C. Port: Enter the Port Number of the Application Server at which it is configured.

D. Description (Optional): Provide the description of Application Server, if

required.
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Add New Application Server

Name* TWSetup
IP* 10.10.10.28
Port* 8443

Description Test TW Setup

Figure: Sample Application Server Details

3. After providing all details, click "Add" button. The following page shows the added

Application Server.

Application Servers

+Add | B Save @ Cancel Details Tenant Mapping

Q Search by name

Name QA
Ip 10.10.17.50
GSM
Port 8443
test N
Creation Date 2020 Jan 4 12:09:55
Description CERT

! i [rw)

Figure: Added Application Server

9.2.1.2 Edit Application Server
Perform the following steps to edit an Application Server.

1. Select the Application server present at the left panel and click "Edit" button.
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Application Servers

+Add | B Save @ Cancel Details Tenant Mapping

Q Search by name
Name QA
GSM
test N
Creation Date 2020 Jan 4 12:09:55
Description CERT

ET
al

Figure: Edit Details of Application Server

2. All the details of the Application Server are now editable in the right panel.

3. Edit the details and click "Save" button.
9.2.1.3 View the list of Application Servers

The left panel of the Application Servers tab contains the list of all servers that are configured
on the Management Framework Architecture. You can search for the Application Server from

the list of the Application Servers through "Search" option present in the left panel.

Application Servers Tab has the following two different tabs, which help to create an

Application Server and assign tenants to its respective Application Server.
1. Details Tab: It helps to create the Application Servers. Know more...

2. Tenant Mapping: It helps to map the Application Server with its respective Tenants.

Know more...

9.2.2 Details Tab

It shows the details of the added Application Servers. Perform the following steps to view the

details of any Application Server.
1. Select the Application Server from the left panel.

2. The details of the selected Application Server are now visible on Details tab, but in a

non-editable format, means, it cannot be edited. Following details are visible.
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3. Name of the Application server.
4. |P Address of that Application Server.
5. Port Number of the server, on which it is configured.

6. Creation (Addition) Date of the Application Server on Management Framework

Architecture.

7. Description of that Application Server.

All the above details are non-editable until you click "Edit" button present in the left panel of

the page.

Application Servers

+Add  [Esave & Cancel Details ~ Tenant Mapping

Q | Search by name

Name QA
Ip 10.10.17.50
GSM
Port 6443
test ~
Creation Date 2020 Jan 4 12:09:55
Description CERT

Figure: Details tab of Application Servers Menu

Use the above steps to create multiple Application Servers.

It is recommended not to enter the same name for multiple Application Servers.

9.2.3 Tenant Mapping Tab in Application Server

Before performing this step, tenants should be created. know more...

The Tenant Mapping tab allows the user to assign the tenants into the Application Server.

Perform the following steps.

1. Select the Application Server from the left panel. All the tenants are shown in

"Available Tenants" section.
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2. Select the Tenant that you want to assign to the Application Server.

Assign
3. Click button to assign the tenants. All the tenants that are assigned are

listed into "Assigned Tenants" section.

4. You can search for any specific Tenants by typing its name in the search option in any

section.

Once the Tenant is assigned to the Application Server, then there is no option to unassign it.

The following screenshot shows the User Logon Page of the Management Framework

Architecture.

+Add (£ Edit Details Tenant Mapping

Q, | Search by name

Q, | Search by name Q, | Search by name

- — e
GSM XyZ finallydone =
test ibm Tenant1

new tenant
new_cc g
™ o g 1 Il |zl i sl

Figure: Tenant Mapping
9.3 Creation and Management of Tenants

9.3.1 Creation and Management of Tenants

"Tenants" Tab helps the MAdministrator to add and map the existing Application Servers. The
MAdministrator can also create Tenants, that is Application Servers, from the Management

Framework Architecture. These tenants can also be edited and deleted here also.
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, = -
‘ AMEYOD - L ﬁ & MAdministrator ( MAdministrator )

Application Servers [EIEUENTE] Users Last Logged In : @ Mar 2020, 12:40 PM

+Add (ZEdt ® Delte Details

Q | Search by name

Tenants

Name

Assigned Application Server

Creation Date

Description

Figure: Tenants Tab

You can perform the following steps in Tenants Tab.

e Add and Map Existing Application Servers as Tenants

e Create New Tenants, that is, Application Servers

o Edit and Delete the Tenants, that is, Application Servers

9.3.2 Add and Map Existing Application Servers as Tenants

If you are integrating Management Framework Architecture on presently running server, then

it is important to sync all the existing Tenants and map them with their respective Application

Servers manually. If you do not create and map them, then there are chances that creation of

new Tenants can be failed.

There is a possibility that Management Framework Architecture is integrating on already
existing Application Server. In such a case, there may be tenants that are already created and
mapped with their respective application servers. Thus, you have to map those tenants

manually.

Perform the following steps to create and map already existing Tenants:

1. Execute the following commands to create the databases for Management Server and

management Ul applications.
A. Execute the following command to logon to PostgreSQL database System.

psql -U postgres <Ameyo_Appserver_Database>
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B. Run the following query to check the available tenants on any application

server.

SELECT * from contact_center;

3. Figure: Checking the Existing Tenants
Copy the names of the Tenants from here with their respective "ID". It has to

be kept in mind that the ID's of Tenants from here has to be used later. Thus,

the ID of Tenants should be correct.

A. Execute the following command to change and select Management Server

application's database:
\c <Management_Server_Database_Name>
B. Run the following query to add all the tenants one by one:

INSERT into tenant
(tenant_id,tenant_name,description,date_added,date_modified,contact_cente
r_id) VALUES

('<'Tenant_ID>','&t'Tenant_Name>','<Tenant_Description>',now(),now(),'1");

You have to add all the tenants with the help of above query one by one.

Adding tenants with this query is irrespective of the application server.

In above query, <Tenant_ID> should be in increasing and sequential order.

There is a possibility that name of tenants are same on multiple applications
server, that case, you can provide different names to the tenants at
Management Server. There is no need to change the name at application
server.

You can use the following query to check whether the tenants are added or

not.

SELECT * from tenant:
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management_sery
tenant_1 ] _modified | contact_center_id

management_serverl=# |

6. Figure: List of Added Tenants

A. Execute the following query to map the created tenants with application server
which are created in above step. You have to run this query for all the above

created tenants.

INSERT into application_tenant_mapping
(tenant_id,application_id,mapped_cc_id,date_added) VALUES
('<Tenant_ld>','<Application_Server_|d>','<Mapped_Contact_Center_ld>',now())

!

Following table defines the sample values used in the aboev query.

Sample Value Definition

It is the ID of the Tenants that are added in

<Tenant_ID>

previous step. This ID should be correct.

It is the ID of the Application server that are
<Application_Server_|ID> created in the above steps using Management

Server Interface.

It is the ID of the contact_centers which are
retrieved from above database query. It is
<Mapped_Contact_Center_ID>
recommended to cross check this ID once

before inserting.

7. Execute the following command to exit from the database console
\q

9.3.3 Create New Tenants from Tenants Tab

Perform the following steps to add new Tenant.
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1. Click "Add" button to add the tenant using the following modal.

Add New Tenant

MName* MName
Application Server (Users)* TWSetup [0 User: v
Description some description

Figure: Add new Tenant

2. Provide the name of Tenant in "Name" text field.
3. Select the Application Server from "Application Servers (Users)" drop-down menu.
4. Add the description of the Tenant in the description textbox.

5. Click "Add" button. A new tenant is being created and added to the Application Server.
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Add New Tenant

Name* Primary Tenant
Application Server (Users)* TWSetup [0 Users v
Description some description

Figure: Tenant Sample Details

9.3.4 Edit and Delete Tenants from Tenants Tab

9.3.4.1 Edit the Tenant Details
Perform the following steps to edit the existing Tenant.

1. Select the Tenant from the left panel and click "Edit" button. It shows the details of the

tenants.
You can search for the tenants as well.
Tenants
Q | Search by name
Name New
_ Assigned Application Server GSM
ibm =
ibm Creation Date 2019 Nov 13 20:10:29
| e

Description Test
new tenant

new_cc
Tenantt

testtenant

Py e r—
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Figure: Editing the Tenant

2. You can change the name and description. However, you cannot change "Assigned

Application Server" and "Creation Date".

3. Click "Save" button.
9.34.2 Delete the Tenant
Perform the following steps to delete any tenant.
1. Select the Tenant which you want to delete from the left panel.

2. Click "Delete" button. It shows the confirmation modal.

o Delete Confirmation

Do you want to delete this Tenanis?

Figure: Confirmation Modal to Delete a Tenant

3. Click "OK" button to delete the Tenant. Else, click "Cancel" button to cancel the action.
9.4 Users Tab in MAdministrator

"Users" Tab allows The MAdministrator to view the details of all users.

Perform the following steps to view the information of any user.

1. Select the user from the left panel of the users.

You can search for the users also.
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Z = = B
AVMEYD = (L & MAdministrator ( MAdministrator ) ~
Application Servers  Tenants Users Last Logged In : 24 Feb 2020, 10:43 AM
Users

Q, | Search by name Basic Information Business Data

TIYA(TIYA) =

TonyStark ( TonyStark ) Name* TIvA
TRSETEST ( TRSETEST)
Role* Executive
UAMChecker ( UAMChecker )
UANMIMaker ( UAMMaKer ) Valid Upto 12/31/2049 23:59
UAMReviewer ( UAMReviewer )
VoiceloggerAgent ( VoiceloggerAgent ) Assigned to tenant: Abhishek
Vol ger ( Voi Va Id Status: ACTIVE

WALLBOARD ( Wallboard )

‘Wallboard-User ( Wallboard-User )

o m e}

“ 1-200f94 »

Figure: Basic Information tab of Users

2. Following details of the user are displayed in "Basic Details" tab.
e Userld
e Name
e Role of the User
e Date and Time up to which the user is active
e Status of the user such as Active or Inactive.
3. Following details of the user are displayed in the Business Data tab.
o Employee Code of that user.
e Branch code of the user, if any.
o Department code of the user.

o Email Id of that user, if registered in the system.
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Users
Q | Search by name Basic Information Business Data
TIYA(TIYA ) =
Branch code*
TonyStark ( TonyStark ) TIYA
TRSETEST ( TRSETEST .
( ) Department code —
UAMChecker ( UAMChecker )

UAMMaker ( UAMMaker ) Email id* TIYA

UAMReviewer ( UAMReviewer )
VoiceloggerAgent ( VoiceloggerAgent ) 1
VoiceloggerManager ( VeiceloggerMa
WALLBOARD ( Wallboard )

Wallboard-User ( Wallboard-User )

e’ i Il
“  81-940194 W

Figure: Business Data Information of User

9.5 MAdministrator Logout from Management Framework

Architecture

Click the user account menu located on the top right corner.

& MAdministrator ( MAdministrator ) «
Last Logged In : 24 Feb 2020, 10:43 AM

= Logout

Figure: Logout from The MAdministrator Console

Click "Logout" to logout from The MAdministrator Console.
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10. UAMMaker

10.1 UAMMaker

The UAMMaker has the access to the Web-based Management Framework Architecture
Console to manage and approve the wusers of all the Application Servers.

Use the following URL to logon to the Management Framework Architecture Interface.

https://<Domain_Name>:<Management_UI_Port_Number>//managementserverui/NoPopUp

Index.html

The default port for Management Ul is 8887, until and unless it hasn't been changed.

The following screenshot shows the logon page of the Management Framework Architecture

for the UAMMaker.

companyname.com

Figure: Logon page of Management Framework Architecture for UAMMaker

Enter User ID and Password and click "Login" button. The following page is displayed after the

logon.
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,‘ AMEYD e ﬁ # & UAMMaker ( UAMMaker ) =
Requests Users Login Configurations Last Logged In : 2 Mar 2020, 4:45 PM
Users
+Add  (FEdt @ Delete Basic Information
User Ild Administraior

Q, | Search by name

I T _—
Administrator { Administrator ) Role* Administrator
agent ( agent )
Analyst (Analyst ) Valid Upto 12/31/2049 11:59
ApplUser { AppUser )
Id Status: ACTIVE
bAgent ( bAgent )
BucketiManager ( BucketManager )
CCM (CCM)
Executive { Executive )
MAdministrator ( MAdministrator )
Manager ( Manager )
E
! I
“ 1-200f25 W

Figure: First Screen of The UAMMaker

The working of The UAMMaker can be described among the following menu.

e Requests: The UAMMaker can view all requests of the users from various Application

Servers. From here, the UAMMaker can approve or reject the users. Know more...
e Users: The UAMMaker can manage the users here. Know more...

o Login Configurations: The UAMMaker can configure a few configurations of login and

provide restrictions on them to the users. Know more...

10.2 Users Tab in UAMMaker

The default screen after the first login of The UAMMaker is of Users. The Users menu provides
the privileges to The UAMMaker to manage users, which includes creation, edition, and

deletion of users.
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" AMEYOD e # o & UAMMaker ( UAMMaker ) ~
Requests Users Login Configurations Last Logged In : 2 Mar 2020, 4:45 PM
Users
+Add  (FEdit @ Delete Basic Information
Userid Administrator

Q Search by name

eE—— —
Administrator ( Administrator ) = Role* Administrator

agent ( agent )

Analyst ( Analyst ) Valid Upto 12/31/2049 11:59

ApplUser ( AppUser )
Id Status: ACTIVE
bAgent ( bAgent )
BucketiManager ( BucketiManager )
CCM (CCM )

Executive ( Executive )

MAdministrator { MAdministrator )

IManager ( Manager )

7 m ol

M 1-200125 W

Figure: Users Menu of The UAMMaker

The left panel contains the list of all users. You can search for any user by typing its name in

the search field. Select the user from the left panel to view the details of the user.
10.2.1 Add new User

Perform the following steps to add a new user:

1. Click "Add" button located at the top of the left panel. It shows the following modal.
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Add New User

Userid*

Name*

Password*

Confirm Password*

Role*

Tenant*

Valid Upto

Name

Administrator v

Tenant1 -

12/31/2049 23:59

o ED

Figure: Modal to provide User's Information

2. Enter the User ID of the user in the User ID text field.

3. Provide the name of the user in the Name text field. Special characters are allowed to

be used while creating the User Name.

4. Provide the password for that user. The user can change this password later.

5. Retype the same password to confirm in "Confirm Password" text field.

6. Select the role of the user from the drop-list of "Role".

7. Select the tenant name in which you want to assign the user from the drop-down list

of Tenant.

8. Click "Next" button to proceed further. It shows the following page.
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10.

11.

12.

13.

If "Business Fields" are not enabled from backend, then no Employee fields will be
visible and hence, the user will not be able to provide the following details.

To know more about, how to integrate "Business Fields",

Add Business Option

Employee code*

Branch code*

Department code*

Email id*

Figure: More information of Users

Here, enter "Employee code" in "Employee Code" text field.

Enter the branch code of the user in which the user is supposed to work in "Branch

code" text field.

Enter the code of department of the user in "Department Code".

You can also provide the official Email ID of the user in "Email ID" text field.
Click "Add" button to add the user.

After the creation of the user, the approval request is sent to UAMChecker. After the

approval of UAMChecker, the user can logon to Ameyo and can work.
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Add New User

Userlid*

Name*

Password *

Confirm Password*

Professional-Agent

Professional-Agent

FEEAEEE AN

FEEAEEE AN

Role* Frofessional-Agent v
Tenant* Mothing selected -
Valid Upto 12/31/2049 23:59

Figure: Sample Data for creating Users

10.2.2 Edit the User

Perform the following steps to edit an already existing user.

1. Select the user from the left panel, which you want to edit. All of the details of the user

are now displayed in "Basic Information" tab of the users.
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admin_dev ( admin_dev )
admin_dev2 ( admin_dev2 )

Admin_l4 (Admin_I4)

4« 1-200f214 W

Assigned to tenant: *

Id Status:

DefaultCC

DORMANT

, AMEYOD e * 'u' & UAMMaker ( UAMMaker ) ~|
‘ Requests Users  Login Configurations Last Logged In - @ Feb 2021, 10:13 PM
Users
Q | search by name
Userld Al
a_admin (a_admin ) 3 Name * Al
Email Email
a2 (az2)
a3(a3) Password
aal (aal)
Confirm Password
aa2 (aa2)
aa3 (aa3) Role* .
aarti (aarti1 )
admin ( admin ) Valid Upto 12/31/2049 23:59

Figure: Edit Basic Information of User

Click "Edit" button present at the top of the left panel. Once you click the edit button,

the details of the user are in editing mode.

You can change the following information of the user in the basic information tab.

e Userld

Name

Password

Role

Tenant Assignment

Now, you can change the tab to Business Data to change the business data

information of the user. You can edit the following details.

o Employee Code

e Branch Code

o Department Code

e Emailld
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Users
+Add | BSave @ Cancel Basic Information Business Data

Q | Search by name

Employee code* employee1

Branch code*

IS )
BlackPanther ( BlackPanther ) Department code * Calling

TonyStark ( TonyStark )

TRSETEST (TRSETEST)
UAMChecker { UAMChecker )
UAMMaker ( UAMMaker )
E

Email id* blackpanther@gmail.com

UAMReviewer ( UAMReviewer )
VoiceloggerAgent ( VoiceloggerAgent )
Voiceloggerivanager ( VoiceloggeriMa.
WALLBOARD ( Wallboard )

‘Wallboard-User ( Wallboard-User )

W 1-20094 W

Figure: Edit Business Data Information of the user
5. Click "Save" button to save the changes.
10.2.3 Delete the User

Perform the following steps to delete the user.
1. Select the user which you want to delete.

2. Click "Delete" button present at the top of the left panel. It displays a confirmation

modal.

o Delete Confirmation

Do you want to delete this User?

Figure: Delete User Confirmation Modal

3. Click "OK" button to delete the user. Else click "Cancel" button.

10.2.4Enable / Disable the user
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The UAMMaker can enable or disable the user. Perform the following steps:
1. Select the user.

2. If the user is already enabled, then "Disable" is displayed on the top of the left panel.
Else if the user is disabled, then "Enable" button is displayed on the top of the left

panel.
3. Click "Enable" or "Disable" button according to the use case.

4, After clicking the enable or disable button, the request is sent for approval.

Users

+Add (£Edit @ Delele Basic Information Business Data
@ Disable

Userid BlackPanther
Q Search by name

D T e
BlackPanther ( BlackPanther ) = Role* .

TonyStark { TonyStark )

TRSETEST ( TRSETEST) E Valid Upto 12/31/2049 11:59
UAMChecker { UAMChecker )
Assigned to tenant: * Tenant1
UAMIMaker ( UAMMaker )
UAMReviewer { UAMReviewer ) ld Status: ACTIVE

VioiceloggerAgent | VoiceloggerAgent )
VoiceloggerManager ( Voiceloggeria..

WALLBOARD ( Wallboard )

Wallboard-User ( Wallboard-User )

. Request for disable user added successfully
v

Figure: Disable the User

10.3 Requests Tab in UAMMaker

10.3.1 Requests Tab in UAMMaker

"Requests" menu shows the total number of Pending Requests raised by the UAMMaker. It

contains the following tabs.

+ Pending Requests: It shows the requests that are pending for approval. Know more...

o History Queue: It shows the status of the previously raised requests. Know more...

10.3.2 Pending Requests Tab in UAMMaker Interface
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The UAMMaker can view all requests, made by the UAMMaker, that are pending for approval.

All these changes require approval from the approver.

,‘ AMEYD 7] = o & UAMMaker ( UAMMaker ) ~
Requests. Users Login Configurations Last Logged In : 26 Feb 2020. 10:12 AM
Maker
Pending Request History Queue

DISABLE User BlackPanther 2020-02-25 17:46:11

DISABLE User BlackPanther 2020-02-25 17:44:06

ADD ASSIGN User test (test) 2020-02-25 15:58:53

ADD ASSIGN User mon (mon) 2020-02-25 15.56:43

o m I

Figure: Pending Requests Tab

10.3.2.1 Filter

The UAMMaker can filter the requests. Select the filter type from "Type" drop-down menu.

T Type ~

ALL Request

ADD User

EDIT User
DELETE User
EMABLE User
DISABLE User
ADD ASSIGN User
ADD User to Tenant
EDIT User Role
EDIT User Tenant
EDIT Login Configuration

Figure: Filters
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Following filters are available to filter the pending requests:
1. All Request: Click it to view all the pending requests.
2. Add User: Click it to view all the pending requests to add the users.
3. Edit User: Click it to view all the pending requests to edit the users.
4. Delete User: Select it to view the pending requests to delete the users.
5. Enable User: Select it to view the pending requests to enable the users.

6. Disable User: Select it to view the pending requests to disable the users.

7. ADD ASSIGN User: Select to view the pending requests to assign the users.

8. Add user to Tenant: Select it to view the pending requests to add the users to the

tenants.

9. Edit User Role: Select it to view the pending requests to edit the user roles.

10. Edit User Tenant: Select it to view the pending requests to edit the user tenants.

11. Edit Login Configuration: Select it to view the pending requests to edit the login

configuration.
10.3.2.2 Freeze

Click "Freeze" button to freeze the pending requests on the screen. It means that no more

requests will be shown after freezing the screen.
10.3.2.3 Columns

"Pending Requests" tab contains the following columns.

DISABLE User BlackPanther 2020-02-2517:44:08
ADD ASSIGN User fest (test) 2020-02-2515:58.53
ADD ASSIGN User mon {mon) 2020-02-2515:558.49

Figure: Columns of Pending Request Tab
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1. Type: It shows the type of the request asked for the approval.

2. Requested For: It contains the name of the user for whom the request is made.

3. Request Time: It contains the date and time when The UAMMaker has requested.

10.3.3 History Queue Tab in UAMMaker Interface

All the previously raised requests by all users, which either are accepted or rejected, are

displayed in "History Queue" tab.

a AMEYD e ﬁ # & UAMMaker ( UAMMaker ) +

Requests Users Login Configurations Last Logged In : 28 Feb 2020. 12:58 PM
Maker

Pending Request History Queue

ENABLE User test (test) UAMMaker 2020-02-10 18:33:37 _ 2020-02-10 18:33:45 APPROVED -
DISABLE User BlackPanther UAMMaker 2020-02-10 18:31:48 / 2020-02-10 18:32:28 APPROVED
ADD ASSIGN User admin (admin) UAMMaker 2020-02-10 17:51:40 / 2020-02-10 17:53:07 APPROVED
ADD ASSIGN User 10101 (10101) UAMMaker 2020-02-10 17:17:13 / 2020-02-10 17:23:01 APPROVED
ADD ASSIGN User mon (mon) UAMMaker 2020-02-07 19:04:21 J 2020-02-07 19:04:47 APPROVED
ADD ASSIGN User  mon@123 (mon@... UAMMaker 2020-02-07 172218 / 2020-02-07 17:22:43 APPROVED

E

ol I sl

Figure: History Queue Tab of Requests

10.3.3.1 Filter

The UAMMaker can filter the history queue. Select the filter type from "Type" drop-down

menu.
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Y Type ~

ALL Request

ADD User

EDIT User
DELETE User
EMABLE User
DISABLE User
ADD ASSIGN User
ADD User to Tenant
EDIT User Role
EDIT User Tenant
EDIT Login Configuration

Figure: Filters

Following filters are available to filter the pending requests:
1. All Request: Click it to view all the pending requests.
2. Add User: Click it to view all the pending requests to add the users.
3. Edit User: Click it to view all the pending requests to edit the users.
4. Delete User: Select it to view the pending requests to delete the users.
5. Enable User: Select it to view the pending requests to enable the users.
6. Disable User: Select it to view the pending requests to disable the users.

7. ADD ASSIGN User: Select to view the pending requests to assign the users.

8. Add user to Tenant: Select it to view the pending requests to add the users to the

tenants.

9. Edit User Role: Select it to view the pending requests to edit the user roles.

10. Edit User Tenant: Select it to view the pending requests to edit the user tenants.

11. Edit Login Configuration: Select it to view the pending requests to edit the login

configuration.
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Ameyo 4.11

10.3.3.2 Freeze

Click "Freeze" button to freeze the pending requests on the screen. It means that no more

requests will be shown after freezing the screen.
10.3.3.3 Columns

History Queue contains the following columns.

ENABLE User test (test) UAMMaker 2020-02-10 18:33:37 _ 2020-02-10 18:33:45 APPROVED

DISABLE User

ADD ASSIGN User

ADD ASSIGN User

ADD ASSIGN User

ADD ASSIGN User

BlackPanther
admin (admin)
10101 (I0I01)

mon (mon)

mon@123 (Mon@..

UAMMaker

UAMMaker

UAMMaker

UAMMaker

UAMMaker

2020-02-10 18:31:48

2020-02-10 17:51:40

2020-02-10 17:17:13

2020-02-07 19:04:21

2020-02-07 17:22:18

AN NE NN

2020-02-10 18:32:28

2020-02-10 17:53.07

2020-02-10 17:23.01

2020-02-07 19:04:47

2020-02-07 17:22:43

APPROVED

APPROVED

APPROVED

APPROVED

APPROVED

Figure: Columns of Pending Request Tab

1. Type: It shows the type of the request asked for the approval.

2. Requested For: It contains the name of the user for whom the request is made.

3. By User: It shows the name of the user who raised the request for approval.

4. Request Time: It contains the date and time when The UAMMaker has requested.

5. Approved/Reject: If the request is approved, then ’/ is displayed, and if the request

is rejected, then icon is displayed. icon to approve the request for that user.

For the rejected requests, you can check the comments which are provided by the

approver. Click icon, and the following modal with the comments is opened.
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Approved/Reject Comment

Comment

Testing User

6. Checked Time: It contains the time at which the approver saw the request.

7. Status: It shows the status of the request, whether the request is approved or

rejected.
10.4 UAMMaker Login Configurations

The Login Configurations tab provides the privileges to The UAMMaker to configure the login

related settings.

a AMEYO [z - v & UAMMaker ( UAMMaker ) +

Requests Users Login Configurations| Last Logged In : 25 Feb 2020, 12:00 PM

B Apply & Refresh

i Count of successive failed login attempts allowed, after which

Max Failed Attempts Before 5
Capteha P capicha is needed io be filled
N i Count of successive failed login attempts allowed, after which
Max Failed Attempts Allowed 4
P the user is locked

5 . i Duration in days for which user(before first login) has not logged

Dormant Duration After Creation 6
inthe system, after which the user is locked

5 . . i Duration in days for which user(after first login) has not logged

Dormant Duration After First Login 5

in the system. after which the user is locked

Figure: Login Configurations Menu

The UAMMaker can do the following configurations:
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10.5

Max Failed Attempts Before Captcha: Enter the maximum number of attempts that

the user can use to login before the captcha to authorize. It only works, if the captcha-

based authentication is enabled in Ameyo.

Max Failed Attempts Allowed: It represents the total number of failed attempts that

a user can try login. If the failed attempts exceeded this limit, then user account gets

locked out and the user will not be able to login further.

Dormant Duration After Creation: Provide the duration after which the user

accounts that are dormant since account creation will be locked. For example, if the
provided value is 15 then a user that is dormant or inactive for 15 days after creation

will be locked out.

Dormant Duration After First Login: Provide the duration after which the users

accounts that are dormant since first logon will be locked. For example, if the provided
value is 15 then a user that is dormant or inactive for 15 days after first logon will be

locked out.

UAMMaker Logout from Management Framework

Architecture

Click the user account menu located on the top right corner.

- UAMMaker { UAMMaker ) =
Last Logged In : 28 Feb 2020, 12:58 PM

= Logout

Figure: Logout from the UAMMaker Console

Click "Logout" to logout from the UAMMaker Console.
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11. UAMChecker

11.1 UAMChecker

The UAMChecker has the access to the Web-based Management Framework Architecture

Console to manage and approve the users of all the Application Servers.
Use the following URL to logon to the Management Framework Architecture Interface.

https://<Domain_Name>:<Management_UI_Port_Number>//managementserverui/NoPopUp

Index.html

The default port for Management Ul is 8887, until and unless it hasn't been changed.

The following screenshot shows the logon page of the Management Framework Architecture

for The UAMChecker.

ompanyname.com

Figure: Login page of Management Framework Architecture for UAMChecker

Enter User ID and Password and click "Login" button. The following page is displayed after the

logon.
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,‘ AMVMEYD iﬂ a.UAmcnecker(UAMt:necker)v
Requests Last Logged In : 25 Feb 2020, 12:07 PM
Checker
Pending Request History Queue

DISABLE User BlackPanther UAMMaker 2020-02-25 17:46:11 _ﬁ

DISABLE User BlackPanther UAMMaker 2020-02-25 17:44:06

ADD ASSIGN User test (test) UAMMaker 2020-02-2515:58:53

NENEN
X X X

ADD ASSIGN User mon (mon) UAMMaker 2020-02-25 15:58:49

Figure: The UAMChecker Screen on Management Framework Architecture Ul

The UAMChecker has the authority to approve or reject the request raised by other users.
Any request that has been raised either to create, edit, or delete the user first comes to The
UAMChecker. The UAMChecker can approve or reject the request. If the request is approved,
then the changes requested are applied. However if the request is rejected, then the changes

will not be applied, and hence these changes would not be reflected on the server.

The UAMChcker is able to perform the following operations through Management Framework

Architecture.

o Pending Requests: The Pending Requests tab allows the UAMChecker to approve or

reject the requests raised by other Ameyo users. Know more...

o History Requests: The UAMChecker is able to view all the previous requests on which

the action has been taken.Know more...
11.2 Pending Requests Tab in UAMChecker Interface

The UAMChecker can view all the requests that are pending for approval.
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, AMEYD & UAMChecker { UAMChecker ) =
‘ Requests Last Logged In : 25 Feb 2020. 12:07 PM
Checker
Pending Request History Queue
—é
DISABLE User BlackPanther UAMMaker 2020-02-25 17:44:06 x
ADD ASSIGN User test (test) UAMMaker 2020-02-25 15:98:53 / x
ADD ASSIGN User mon (mon) UAMMaker 2020-02-25 15:58:49 / x

m o

Figure: Pending Requests Tab
11.2.1 Filter

The UAMChecker can filter the requests. Select the filter type from "Type" drop-down menu.

T Type ~
ALL Request
ADD User
EDIT User
DELETE User
EMABLE User
DISABLE User
ADD ASSIGN User
ADD User to Tenant
EDIT User Role
EDIT User Tenant
EDIT Login Configuration

Figure: Filters

Following filters are available to filter the pending requests:
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o.

All Request: Click it to view all the pending requests.

Add User: Click it to view all the pending requests to add the users.

Edit User: Click it to view all the pending requests to edit the users.
Delete User: Select it to view the pending requests to delete the users.
Enable User: Select it to view the pending requests to enable the users.
Disable User: Select it to view the pending requests to disable the users.

ADD ASSIGN User: Select to view the pending requests to assign the users.

Add user to Tenant: Select it to view the pending requests to add the users to the

tenants.

Edit User Role: Select it to view the pending requests to edit the user roles.

10. Edit User Tenant: Select it to view the pending requests to edit the user tenants.

11. Edit Login Configuration: Select it to view the pending requests to edit the login

configuration.

11.2.2 Freeze

Click "Freeze" button to freeze the pending requests on the screen. It means that no more

requests will be shown after freezing the screen.

11.2.3 Approve the Request

Perform the following steps to approve any raised request.

1.

2.

Select the row of the user for whom you want to approve the request.

Click ‘/ icon to approve the requests. he following notification is displayed at the

bottom of the page to confirm the same.

. Request approved successiully.
v
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Figure: Notification after Approving the Request

11.2.4 Reject the Request

Perform the following steps to reject any raised request.

1. Select the row of the user for whom you want to reject the request.

2. Click icon. A confirmation modal is displayed.

Reject Request

Comment

comment..

Figure: Comments Modal

3. Provide the reason due to which you have rejected the request.

4. Click "Reject" button to reject the request. The following notification is displayed at the

bottom of the page to confirm the same.

. Request Rejected Successiully
v

Figure: Notification after Rejecting the Request

Once the request is approved or rejected, then that request will not be displayed in

the Pending Requests tab.

11.2.5 Columns
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"Pending Requests" contains the following columns.

ADD ASSIGN User test (test) UAMMaker 2020-02-25 15:58:53 _ 2020-02-26 19:10:45 REJECTED
DISABLE User BlackPanther UAMMaker 2020-02-25 174611 / 2020-02-26 190326 APPROVED
ADD ASSIGN User admin (admin) UAMMaker 2020-02-1017:51:40 / 2020-02-10 17:53:07 APPROVED
ADD ASSIGN User Q101 (I2101) UAMMaker 2020-02-07 16:58:38 / 2020-02-07 16:59:07 APPROVED
ADD ASSIGN User mon {mon) UaAlMaker 2020-02-07 16:50:27 / 2020-02-07 16:50:39 APPROVED
ADD ASSIGN User  mon@123 (mon@. .. UAMMaker 2020-02-07 19:04:21 / 2020-02-07 19:04:47 APPROVED

(]

vl m s

Figure: Columns of Pending Request Tab

1. Type: It shows the type of the request asked for the approval.

2. Requested For: It contains the name of the user for whom the request is made.

3. By User: It shows the name of the user who raised the request for approval.

4. Request Time: It contains the date and time when The UAMMaker has requested.

5. Approve: Click / icon to approve the request for that user.

6. Reject: Click icon to reject the request for that user.
11.3 History Queue Tab in UAMChecker Interface

All the previously raised requests by other users, which either are accepted or rejected, are

displayed in "History Queue".
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, AMEYD e & UAMChecker ( UAMChecker ) ~
‘ Requesis Last Logged In - 27 Feb 2020, 10:22AM
Checker
Pending Request History Queue

ADD ASSIGN User test (test) UAMMaker 2020-02-25 15:58:53 _ 2020-02-26 19:10:45 REJECTED
DISABLE User BlackPanther UAMMaker 2020-02-25 17:46:11 / 2020-02-26 19:03:26 APPROVED
ADD ASSIGN User admin (admin) UANMMaker 2020-02-10 17:51:40 / 2020-02-10 17:53:07 APPROVED
ADD ASSIGN User I0IC1 (I0101) UAMMaker 2020-02-07 16:58:38 J 2020-02-07 16:59:.07 APPROVED
ADD ASSIGN User mon (mon) UAMMaker 2020-02-07 16:50:27 / 2020-02-07 16:50:39 APPROVED
ADDASSIGN User  mon@123 (mon@... UAMMaker 2020-02-07 19:04:21 / 2020-02-07 19:04:47 APPROVED

E

7 I Il

Figure: History Queue Tab of Requests

11.3.1 Filter

The UAMChecker can filter the history queue. Select the filter type from "Type" drop-down

menu.

T Type ~
ALL Request
ADD User
EDIT User
DELETE User
EMABLE User
DISABLE User
ADD ASSIGN User
ADD User to Tenant
EDIT User Role
EDIT User Tenant
EDIT Login Configuration

Figure: Filters

Copyright © AMEYO 2021 | Page 92



Ameyo 4.11 User Manual for Management Framework Architecture

Following filters are available to filter the pending requests:

1.

2.

10.

11.

All Request: Click it to view all the pending requests.

Add User: Click it to view all the pending requests to add the users.

Edit User: Click it to view all the pending requests to edit the users.
Delete User: Select it to view the pending requests to delete the users.
Enable User: Select it to view the pending requests to enable the users.
Disable User: Select it to view the pending requests to disable the users.

ADD ASSIGN User: Select to view the pending requests to assign the users.

Add user to Tenant: Select it to view the pending requests to add the users to the

tenants.

Edit User Role: Select it to view the pending requests to edit the user roles.

Edit User Tenant: Select it to view the pending requests to edit the user tenants.

Edit Login Configuration: Select it to view the pending requests to edit the login

configuration.

11.3.2Freeze

Click "Freeze" button to freeze the pending requests on the screen. It means that no more

requests will be shown after freezing the screen.

11.3.3 Columns

History Queue contains the following columns.
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T Type -~

ADD ASSIGN User test (test) UAMMaker 2020-02-25 15:58:53 _ 2020-02-26 19:10:45 REJECTED

DISABLE User BlackPanther UAMMaker 2020-02-25 17:46:1 / 2020-02-26 19:03:26 APPRCVED
ADD ASSIGN User admin (admin) UAMMaker 2020-02-10 17:51:40 / 2020-02-10 17:52:07 APPROVED
ADD ASSIGN User 10101 {10101} UAMMaker 2020-02-07 165838 / 2020-02-07 16:59.07 APPROVED
ADD ASSIGN User mon {mon) UAMMaker 2020-02-07 16:50:27 / 2020-02-07 16:50:39 APPRCOVED
ADD ASSIGN User  mon@123 (mon@. .. UAMMaker 2020-02-07 19:04:21 / 2020-02-07 19:04:47 APPRCVED
=
! m Il

Figure: Columns of Pending Request Tab

1. Type: It shows the type of the request asked for the approval.

2. Requested For: It contains the name of the user for whom the request is made.

3. By User: It shows the name of the user who raised the request for approval.

4. Request Time: It contains the date and time when The UAMMaker has requested.

5. Approve: Click / icon to approve the request for that user.

6. Reject: Click icon to reject the request for that user.

For the rejected requests, you can check the comments which are provided by the

approver. Click icon, and the following modal with the comments is opened.

Approved/Reject Comment

Comment

Testing User
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7. Checked Time: It contains the time at which the approver saw the request.

8. Status: It shows the status of the request, whether the request is approved or
rejected.

11.4 UAMChecker Logout from Management Framework

Architecture

Click the user account menu located on the top right corner.

& UAMChecker { UAMChecker ) ~
Last Logged In : 18 Mar 2020, 4:45 PM

® Logout

Figure: Logout from The UAMChecker Console

Click "Logout" to logout from The UAMChecker Console.
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12.

Frequently Asked Questions

Following are some of the Frequently Asked Questions about Management Framework

Architecture:

1.

Is it possible to configure multiple versions of the Application Server? How will

it work with one version of the Management Framework Architecture?

There is a possibility that any organization has multiple Application Servers across its
multiple branches. In such cases, a question is raised that whether all these different
versions of Application Servers can work with a single Management Framework
Architecture. So, the answer is "No". As of now, it is not possible that a single
Management Framework Architecture can manage multiple Application Servers with
different versions. Management Framework Architecture is compatible with Ameyo

Server 4.7 and later versions.

How will the activities like updates, upgrades or other activities be performed

on the Management Framework Architecture?

Any activity such as updating Management Framework Architecture, upgrading its
services, or any other management related activities can be performed on it with usual
steps. These activities have a similar process as that of the Application Server. For any
such activity that requires stopping the Management Framework Architecture
application, you have to stop the Management Server application, and then you can
perform above such activities. For the activities which do not require stopping the
Management Framework Architecture, then you can perform those activities without

stopping Management Framework Architecture.
What if the Management Framework Architecture stopped working?

If, Management Framework Architecture stopped working or someone stopped it for
any activity, then some services of the Application Server will also stop working. Know

more...
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4. What are some of the basic commands to manage the Management Server
application?
Following are some of the basic commands to manage the Management Framework

Architecture services:

e Command to install the Management Server
rpm -ivh <management_server>.rpm

e Command to update the Management Server
rpm -Uvh <management_server>.rpm

e Command to stop the Management Server
ameyoctl service ameyomanagementserver stop

e Command to start the Management Server
ameyoctl service ameyomanagementserver start

e Command to check the status of the Management Server
ameyoctl service ameyomanagementserver status

e Location of log files of the Management Server start script
/dacx/var/ameyo/dacxdata/log/scripts/AmeyoManagementServerStart.log

e Location of log files for other Management Server logs

/dacx/var/ameyo/dacxdata/ameyo.management.server.product/logs/<Dated_

Folder>/ameyo_server.log

5. Is the configuration of the Management Framework Architecture One-time
setup?
Yes, once the Management Framework Architecture is enabled on Application Servers,

then the user has only to monitor the Management Server.

6. Can we deploy a Management Framework Architecture with already running

Application Server setups?

Yes, it is possible to configure the Management Framework Architecture with already

running Application Servers. As of now, the configurational steps are manual.
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7.

10.

11.

How and what procedure has to be followed to create the Application Servers, if

Management Server is integrated with already running Ameyo?

There is a possibility that Management Framework Architecture is integrating with
already running Application Server. In such case, the user can create Application
Server from Management Framework Architecture Interface, like a normal process.

Know more...

When deploying Management Framework Architecture on already running

Application Server, then what happen with the already created Tenants?

If Management Framework Architecture is integrated with already running Application
server, then the present Application Servers must have the created tenants previously.
For those tenants, the user has to sync those tenants manually to Management

Framework Architecture. Know more...

Is the Management Framework Architecture being compatible with the VAPT

setup?

Yes, the Management Framework Architecture from 4.7 GA version onwards can be

configured for Application Servers integrated with VAPT setups.

What is the difference between Management Server(MS) and Management

Framework Architecture (MFA)?

MFA is the architecture of the Management Server.
Management Server is a service that performs centrally user creation, user
authentication, tenant creation, and synchronizing of users, call servers, and tenants
from the Management Framework Architecture to the Application Server and

Application Servers to a Management Server. Know more...
What is the difference between CRM and WC_crm?

CRM is a third-party service that is used to store the information about Customers,
and through which Ameyo integrates its services and provides the feature of calling.

For example: Fresh Desk Mint, Microsoft Dynamics, and so on.

Whereas, WC_crm is a database through which the customer sends its data to Ameyo

with Push and Pull techniques.
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12. Is it possible to disable the Management Framework Architecture and work only

with Application servers?

Yes, it is possible to disable the Management Framework Architecture and to work
with the Application Server, though it is not recommended. As, disabling Management
Framework Architecture results in disabling the services provided by it, and hence, the
possibility for issues can be raised. Therefore, it is not recommended to disable the

Management Framework Architecture.

13. How to disable the Management Framework Architecture and allow Application

Servers to work separately?
Perform the following steps to disable Management Framework Architecture:
e Execute the following command to login to the database:
psql -U postgres <Application_Server_Database_Name>

e Run the following queries to delete the commands that provide privileges to

the Application Server to authenticate from the Management Server.
Delete from system_configuration_parameter where value = 'auth.type.ms';

e Run the following query to delete system mode entry from the Application

Server.
DELETE from system_configuration_parameter where value ='ms’;

e Run the following query to delete "Roo"™ and "PowerUser" entry from

Application Server.

Delete  from  system_configuration_parameter = where  name =

'override.authentication.scheme’;

e Now, run the following command to exit from the database.

\q
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